Abstract. Initially, the use of pairings did not involve any secret entry. However in an Identity Based Cryptographic protocol, one of the two entries of the pairing is secret, so fault attack can be applied to Pairing Based Cryptography to nd it. In [18] , the author shows that Pairing Based Cryptography in Weierstrass coordinates is vulnerable to a fault attack. The addition law in Edwards coordinates is such that the exponentiation in Edwards coordinates is naturally protected to Side Channel attacks. We study here if this property protects Pairing Based cryptography in Edwards coordinates against fault attacks. Key words: Pairing Based Cryptography, Edwards coordinates, fault attack. the authors conclude that if the secret is used as the rst argument of the pairing computation, then it can not be found. This countermeasure is not one, as concluded in [18] . This three articles consider the case of Weierstrass coordinates. Recently, Edwards coordinates were introduced for computing pairings [6, 8, 23, 3] .
Introduction
Originally, pairings were used in a destructive way. Pairings convert the discrete logarithm problem from an elliptic curve subgroup to the discrete logarithm problem in a nite eld. This property was used in the MOV [29] and Frey Ruck attack [19] . This pairing property permits the construction of new protocols. The rst constructive use of pairings was the tripartite key exchange of A. Joux [22] . It was followed by original protocols like Identity Based Cryptography (IBC), which was introduced by D. Boneh and M. Franklin in 2001 [10] , or short signature schemes [20] . The use of pairings in IBC involves a secret entry during the pairing calculation. Several pairing implementations exist, for example [32] and [5] . Side Channel Attacks (SCA) against pairing based cryptography were rst developed three years ago ( [30] , [33] and [24] ).
In [30] , D. Page and F. Vercauteren introduce a fault attack against the particular case of the Duursma and Lee algorithm. The fault attack consists in modifying the number of iterations of the algorithm. This idea was complete in [18] in application to the Miller algorithm in Weierstrass coordinates. In [33] the authors conclude that if the secret is used as the rst argument of the pairing computation, then it can not be found. This countermeasure is not one, as concluded in [18] . This three articles consider the case of Weierstrass coordinates. Recently, Edwards coordinates were introduced for computing pairings [6, 8, 23, 3] .
Edwards curves became interesting for elliptic curve cryptography when it was proved by Bernstein and Lange in [7] that they provide addition and doubling formulas faster than all addition formulas known at that time. The advantage of Edwards coordinates is that the addition law can be complete and thus the exponentiation in Edwards coordinates is naturally protected against Side Channel Attacks.
Our contribution is to nd out if Pairing Based Cryptography in Edwards coordinates is protected against fault attack. We show that a fault attack against the Miller algorithm in Edwards coordinates can be done through the resolution of a non linear system.
The outline of this article is as follow. First we will give a short introduction to pairings in SectionMiller. After that we recall the background of Edwards coordinates in Section and to pairing in Edwards coordinates in Section 3 and to pairing based Cryptography in Section 4. Section 5 presents our fault attack against Pairing Based Cryptography in Edwards coordinates, nally, we conclude in Section 6. First, we recall the denition and property of pairings, before introducing the property of Edwards curves and Pairing Based Cryptography over Edwards curves.
A short introduction to pairings
In this section we give a brief overview of the denitions of pairings on elliptic curves and of Miller's algorithm [28] used in pairing computation. Let q be a prime power not divisible by 2, E an elliptic curve over F q and r a prime factor of #(E(F q )). Suppose r 2 does not divide #(E(F q )) and k be the embedding degree with respect to r, i.e. the smallest integer such that r divides q k − 1. We denote O the point at innity of the elliptic curve. Denition 1. A pairing is a bilinear and non degenerate function:
where G 1 and G 2 are subgroups of order r on the elliptic curve and G 3 is generally µ r , the subgroup of the r-th roots of unity in F q k . In general we take
, where we denote by E(K)[r] the subgroup of K-rational points of order r of the elliptic curve E. We also denote E[r] the subgroup of points of order r dened over the algebraic closure of F q .
Let P ∈ G 1 , Q ∈ G 2 . The goal of Miller's algorithm is to construct a rational function f s,P associated to the point P and to some integer s and to evaluate this function at the point Q (in fact at a divisor associated to this point). The function f s,P is such that the divisor associated to it is:
Suppose we want to compute the sum of iP and jP . Take h 1 the line going through iP and jP and h 2 the vertical line through (i + j)P . Miller's idea was to make use of the following relation
in order to compute f s,P iteratively. Moreover, Miller's algorithm uses the doubleand-add method to compute f s,P in log 2 (s) operations [28] .
The reduced Tate pairing
The reduced Tate pairing, denoted e T ate , is dened by:
Background on Edwards curves
Denition and properties Edwards showed in [16] that every elliptic curve E dened over an algebraic number eld is birationally equivalent over some extension of that eld to a curve given by the equation:
In this paper, we use the notion of Twisted Edwards curves denoted E a,d and dened over a eld F q , where q is a power of prime dierent from 2 :
They were introduced by Bernstein et al in [8] as a generalization of Edwards curves. On a twisted Edwards curve, we consider the following addition law:
The neutral element of this addition law is O = (0, 1). For every point P = (x, y) the opposite element is −P = (−x, y).
In [7] , it was shown that this addition law is complete when d is not a square. This means it is dened for all pairs of input points on the Edwards curve with no exceptions for doubling, neutral element etc.
In the following sections we use projective coordinates. A projective point (X, Y, Z) satisfying (aX
and Z = 0 corresponds to the ane point (X/Z, Y /Z) on the curve ax
. The Edwards curve has two points at innity (0 : 1 : 0) and (1 : 0 : 0). The fastest formulas for computing pairings over Edwards curves are given in [3] .
Pairings over Edwards curves
For eciency reasons, we restrict the domain of the Tate pairing to a product of cyclic subgroups of order r on the elliptic curve. In general, the point P can be chosen such that P is the unique subgroup of order r in E(F q ). In order to get a non-degenerate pairing, we take Q a point of order r, Q ∈ E(F q k )\E(F q ). Moreover, if the embedding degree is even, it was shown that the subgroup Q ⊂ E(F q k ) can be taken so that the x-coordinates of all its points lie in F q k/2 and the y-coordinates are products of elements of F q k/2 with √ α, where α is a non square in F q k/2 and √ α is in F q k (see [25, 3] for details). The same kind of considerations apply to Edwards curves and Twisted Edwards curves [3] . Using the trick of [25] 
with X, Y and Z ∈ F q . In the following algorithm we used the denominator elimination trick [25] .
The equation of the function g d and g a are described in the following Sections.
Doubling step We now take a look into the details of the computation of a Miller iteration. The doubling step is done for each iteration of the Miller's algorithm. We note
The function g d has the following equations:
Addition step This step is done only when the current bit of s is equal to 1. We note T = (X 1 , Y 1 , Z 1 ) and P = (X P , Y P , Z P ). Following [3] the addition formulas for T + P = (X 3 , Y 3 , Z 3 ) in extended Edwards form are:
and
The function g a has the following equations:
The aim of identity based encryption is that the users public key are their identity, and a trusted authority sends them their private key. This trusted authority creates all the private keys related to an identity based protocol. The general scheme of identity based encryption is described in [10] . The most useful property in pairing based cryptography is bilinearity:
Pairings permit several protocol simplications and original scheme creation, for example Identity Based Cryptography (IBC) protocols. A nice survey of protocols using pairings is done in [15] . A recent book [17] is dedicated to IBC.
The general scheme of an identity based encryption is described in [10] , we briey recall it. We describe an exchange between Alice and Bob using the Boneh and Franklin scheme [10] .
The public data are an elliptic curve E dened over F q , for q a power of a prime p, G 1 a sub-group of E and G 3 a sub-group of F q k , where k is the embedding degree of E relatively to r = #G 1 , a pairing e : G 1 × G 1 → G 3 , and P pub a generator of
n , be two hash functions, with n the bitlenght of the message.
The public key of Bob is Q B = H 1 (Id B ) ∈ G 1 , where Id B is the identity of Bob. His private key is constructed by a trusted authority denoted T A . T A chooses an integer s kept secret and computes K pub = [s]P pub ∈ G 1 the public key of the protocol, and the private key of Bob by
With the public data Alice can compute Q B = H 1 (Id B ), and the pairing
She chooses an integer m and sends to Bob
, which we denote C = U, V .
To decipher the message C, Bob recover his private key and compute V ⊕ H 2 (e(P B , U )).
Considering the property of bilinearity :
Consequently, Bob can read the message by computing
.
The important point is that to decipher a message using an Identity Based Protocol, a computation of a pairing involving the private key and the message is done. Side Channel Attacks can be therefore applied to nd this secret. The particularity of Identity Based Protocol is that an attacker can know the algorithm used, the number of iterations and the exponent. The secret is only one of the arguments of the pairing. The secret key inuences neither the execution time nor the number of iterations of the algorithm. 5 Fault Attack against Pairing Based Cryptography
The goal of a fault injection attack is to provoke mistakes during the calculation of an algorithm, for example by modifying the internal memory, in order to reveal sensitive date. This attack needs very precise timing, position and expensive apparatus to be performed. Nevertheless, new technologies could allow this attack [21] .
Description of the fault attack
The goal of a fault injection attack is to provoke mistakes during the calculation of an algorithm, for example by modifying the internal memory, in order to reveal sensitive data. This attack needs a very precise positioning and an expensive apparatus to be performed. Nevertheless, new technologies could allow for this attack [21] . We follow the scheme of attack described in [30] and completed in [18] . We assume that the pairing is used during an Identity Based Protocol, the secret point is introduced in a smart card or an electronic device and is a parameter of the pairing. In order to nd the secret, we modify the number of iterations in the Miller's algorithm by the following way.
First of all, we have to nd the ip-ops belonging to the counter of the number of iterations (i.e. log 2 (s)) in the Miller's algorithm. This step can be done by using reverse engineering procedures. Once we found it, we provoke disturbances in order to modify it and consequently the number of iterations of the Miller's algorithm. For example the disturbance can be induced by a laser [2] . Lasers are nowadays thin enough to make this attack realistic [21] . Counting the clock cycles, we are able to know how many iterations the Miller loop has done. Each time, we record the value of the Miller loop and the number of iterations we made. The aim is to obtain a couple (τ, τ + 1) of two consecutive values, corresponding to τ and τ + 1 iterations during the Miller's algorithm.
We denote the two results by F τ,P (Q) and F τ +1,P (Q). To conclude the attack, we consider the ratio
By identication in the basis of F q k , we are lead to a system which can reveal the secret point, which is described in Section 5.4.
The probability for obtaining two consecutive numbers is suciently large to make the attack possible [18] . In fact, for an 8-bits architecture only 15 tests are needed to obtain a probability larger than one half, P (15, 2 8 ) = 0.56, and only 28 for a probability larger than 0.9.
The τ th step
We execute the Miller algorithm several times. For each execution we provoke disturbance in order to modify the value of log 2 (s), until we nd the result of the algorithm execution for two consecutive iterations, the τ th and (τ + 1) th iterations of algorithm 1. We denote the two results by F τ,P (Q) and F τ +1,P (Q). After τ iterations, the algorithm 1 will have calculated [j]P . During the (τ + 1) th iteration, it calculates [2j]P and considering the value of the (τ + 1) th bit of log 2 (s), it either stops at this moment, or it calculates [2j + 1]P . In order to simplify the equations, we consider k = 4, but the method described can be generalised for k ≥ 4. We denote B = {1, γ, √ α, γ √ α} the basis used for written the elements of F q k , this basis is constructed by a tower extensions [4] .
Finding j
We know log 2 (s), the order of the point Q,( as P and Q have the same order). By counting the number of clock cycles during the pairing calculation, we can nd the number τ of iterations. Then reading the binary decomposition of log 2 (s) gives us directly j. We consider that at the beginning j = 1, if s n−1 = 0 then j ← 2j, else j ← 2j + 1, and we go on, until we arrive to the (n − 1 − τ ) th bit of s. For example, let s = 1000010000101 in basis 2, and τ = 5, at the rst iteration we compute [2] P , at the second, as s n−1 = 0 we only make the doubling, so we calculate [4] P , it is the same thing for the second, third and fourth step so we have [32] 
At the fth iteration, s n−6 = 1, then we make the doubling and the addition, so j = 2 × 32 + 1, i.e. j = 65.
Curve and equations
In [30, 34, 18] , only the ane coordinates case is treated. In [30, 34] , a simple identication of the element in the basis of F q k gives the result. Here, the dierence between these cases and Edwards coordinates is that we solve a nonlinear system.
Using the equation of the pairing calculation proposed in Section 3.1, we nd a nonlinear system of k equations using the equality g(Q) = R, where g(Q) denes the equation of update of f during the Miller's algorithm. This system is solvable with the resultant method. To solve the system in Edwards coordinates we need k to be greater than 2.
The embedding degree. In order to simplify the equations, we consider case k = 4. As the important point of the method is the identication of the decomposition in the basis of F q k , it is easily applicable when k is larger than 2.
We denote B = {1, γ, √ α, γ √ α} the basis of F q k , constructed by a tower extensions. The point P ∈ E(F q ) is given in Jacobian coordinates, P = (X P , Y P , Z P ) and the point Q ∈ E(F q k ) also. As k is even, we can use a classical optimisation in pairing based cryptography which consists in using the twisted elliptic curve to write Q = (X Q √ α; Y Q ; Z Q ), with X Q , Y Q , Z Q and α ∈ F q 2 and √ α ∈ F q 4 , as described in Section 3.1. th iteration. The doubling step gives:
As we suppose that s τ +1 = 0, the additional step is not done. The return result of the Miller's algorithm is
Recall that the coordinates of Q can be freely chosen and that we describe the attack for k = 4, this can easily be generalised for k > 4. We can calculate the value R ∈ F * q k of the ratio
where R 3 , R 2 , R 1 , R 0 ∈ F q . Moreover, we know the theoretical form of R in the basis B = {1, γ,
which depends of coordinates of jP and Q:
where the c Z 2 , C XY , c XZ are in F q and η , y 0 ∈ F q 2 .
When the secret is the rst argument
This position was presented as a counter measure to SCA in [33] . We know the point Q, thus the value of η and y 0 ∈ F q 2 and their decomposition in F q 2 , η = η 0 + η 1 γ, y 0 = y 00 + y 01 γ, where (1, γ) denes the basis of F q 2 . The elements c Z 2 , c XY and c XZ are in F q . Using the equality :
by identication in the basis of F q k , we obtain, after simplication, the following system of equations in F q :
The value λ 0 , λ 1 and λ 2 are known. With the resultant method we recover the coordinates of the secret point P . An example is given in the appendix.
When the secret is the second argument
We know the point P , thus the value of c Z 2 , c XY and c XZ ∈ F q . Using the equality :
By identication in the basis of F q k , we can recover the value η and y 0 , and thus the coordinate of the point Q. , using the elliptic curve we can nd the
, and the coordinates of point Q.
Case 2: s τ +1 = 1. In this case, the (τ + 1)
th iteration involves the addition in the Miller's algorithm.
Thus, at the (τ + 1)
We could repeat the scheme of the previous case, and thanks the resolution of a non linear system, we can recover the secret point, whatever its position is. TO obtain the system, we juste have to develop the product g d (Q)g a (Q). Using the polynomial reduction for the base of F p k/2 and F p k , we nd the system by identication in this basis. 6 Conclusion
We have study if the Miller algorithm in Edwards coordinates is vulnerable to a fault attack. We demonstrate that it is the case, whatever is the position of the secret. Consequently, the property of Edwards curves does not protect Pairing Based Cryptography in Edwards coordinates toward fault attack. A discussion about weakness to this fault attack of pairings based on this algorithm was done in [18] . The authors shows that the Weil pairing is directly sensitive to the fault attack described, and presents some methods to override the nal exponentiation are given; and then, for a motivated attacker, the nal exponentiation will no longer be a natural counter measure for the Tate and Ate pairings [12] . Thus implementation of Pairing Based Cryptography in Edwards coordinates must be protected. A possible protection could be to use an asynchrone clock to confuse the attack and physical shield to protect the counter.
A The probability for the fault attack.
The important point of this fault attack is that we can obtain two consecutive couples of iterations, after a realistic number of tests. The number of picks with two consecutive number is the complementary of the number of picks with no consecutive numbers. The number B(n, N ) of possible picks of n numbers among N integers with no consecutive number is given by the following recurrence formula:
With this formula, we can compute the probability to obtain two consecutive numbers after n picks among N integers. This probability P (n, N ) is
Example of resolution of a system
We consider the Edwards elliptic curves given in [6] :
We consider that after a dierential attack, we obtain the following values for c Z 2 and c XY : To solve the system
we use the following Pari-GP [31] We nd 4 solutions in Z.
We are looking for points on the elliptic curve, thus Z must be dierent from 0. So we have 3 possible values. Using these 3 couples of values, we nd 6 triplets and an exhaustive research gives us the correct secret point.
